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Abstract

A feature in the context of a service-oriented software system is a program module that is
added to a basic service in order to add functionality. An example of this type of system
is the telephone system, where customers can subscribe to add-on telephony features such
as Call Waiting, Three-Way Calling, and Call Number Display. An inherent problem
of such a system is the feature interaction problem. A new feature interacts with an
existing feature if the behavior of the existing feature is changed by the presence of the

new feature.

This thesis describes an approach to detecting feature interactions during the require-
ments phase of feature development. The approach involves specifying features in the
context of a layered state-transition machine model that prioritizes features and avoids
interactions due to non-determinism. A tabular notation for specifying features has been
developed. These specifications are composed incrementally, and a reachability graph of
the composite system is generated. This thesis demonstrates how reachability analysis
has been used to automatically detect six types of feature interactions, with an emphasis

on telephony features.
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Chapter 1

Introduction

A service-oriented software system is a software system whose purpose is to provide a set
of services to a user or set of users. Further definitions employed by this thesis are as

follows:!

o A service 1s some functionality provided to the user by a software system. Services
can be used to enhance or extend other services. For example, the telephony service

Call Waiting extends the basic POTS (Plain Old Telephone Service) telecommu-

nication service.

o A feature is a component which provides part or all of the functionality of a service.

Thus, each service of a service-oriented software system is modeled as one or more inter-
acting features. In cases where a service 1s modeled as exactly one feature, the two terms

may be used interchangably.

Two features interact with each other if the behavior of one feature is changed by the

presence of the other. A key problem in software enhancement is how to add features

!Note that these definitions may differ from those employed by other papers.
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to a system without disrupting the services already provided. Note that features, by
definition, interact: at the least, a new feature is expected to interact with those features
and /or services whose functionality is intentionally modified by the new feature. Thus,
the problem of detecting feature interactions is twofold: we want to validate specified

interactions and detect unintended interactions.

There are two possible approaches to the feature-interaction problem that can be
exercised at the requirements phase of feature development. The first approach is to
specify the features with respect to an architectural model that by design avoids feature
interactions. The second is to detect feature interactions by analyzing the formal speci-
fication of the system. [1]. The approach discussed in this thesis is a mixture of both of

the above approaches.

Currently the problem of analyzing formal specifications in search of feature inter-
actions 1s usually tackled by inspections and walkthroughs of the feature specifications,
often coupled with testing of the implementations themselves. Such manual proof tech-
niques are based on the inspection of state transitions. However, manual proofs can be
tedious and are inevitably susceptible to human error. This is especially true of larger
systems; as the number of services in a system grows, and, more importantly, as the num-
ber of service providers for a particular system grows, such manual techniques become
unwieldy. For one thing, it becomes unfeasible to cognitively consider the effects of a
new feature when combined with arbitrary combinations of existing features. Also, it is
unlikely that third-party developers will be intimately familiar with the base system and

existing features. Thus, automated analysis of feature interactions becomes essential.

This thesis proposes a specification notation for features that is designed to cap-
ture only the functional behavior of features. Thus, features can be described with this

language during the requirements phase of feature development.
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Several classes of feature interactions are due to non-deterministic execution of con-
current features. This thesis also proposes an execution model that resolves such inter-
actions by prioritizing features and forcing a total ordering on the occurrence of features’
actions. Even though many interactions can be resolved by prioritizing features, it is still
desirable for feature designers to be aware of the interactions and to document them.
As stated above, automated detection of feature interactions is essential: if a system
has N features, then there are N(N — 1)/2 possible pairs of features that need to be
checked. This thesis describes a set of tools that can be used to incrementally compose

specifications and to search the reachability graph for certain classes of interactions.

It is important to note that the tools” interaction-detection algorithms test states as
opposed to paths in the reachability graph. This means that once a reachable state is
tested, it can be discarded by the algorithm if it is not important in future phases of
composition. This reduces the size of the reachability graphs at each incremental stage

of composition.

Many of the examples presented in this thesis are taken from specifications of tele-
phony systems. However, the principles discussed are general enough that they should

be applicable to a wide class of service-oriented software systems.

The following chapter discusses the feature interaction problem by examining other
proposed solutions. A general overview of reachability graph generation as it applies to
feature interaction detection is also given. Chapter 3 describes a notation for specifying
requirements of features and an existing architectural model, which we have adopted,
that imposes a priority on features. Chapter 4 describes an execution model, based on
the architectural model, for constructing the composition of a set of features. Chapter 5
defines the classes of feature interactions that can be detected automatically, using ex-
amples of interactions among telephony features. The thesis concludes with a discussion

of open issues.



Chapter 2

Related Work

2.1 Other Approaches

There have been several approaches to the feature-interaction problem. This section
describes some of these approaches as they relate to the three major areas of the feature-
interaction problem: specification of features, composition of specifications, and detection

and resolution of feature interactions.

2.1.1 Specification of Features

It is necessary to specify features in a concise and consistent manner so that the spec-
ifications of features can be composed and analyzed. A specification language designed
for this purpose must have the ability to model enough information about features so
that the detection of a large class of feature interactions is possible. Generally, the num-
ber of different types of interactions that can be detected is directly proportional to the

expressibility of the specification language. However, a specification language should
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be simple enough that the feature designer is not overwhelmed. Also, a specification

language should be formal enough to lend itself towards automated analysis.

Several standard languages already exist for the purpose of formally specifying the
behavior of telecommunications systems. ESTELLE, LOTOS, SDL and Promela are ex-
amples of such languages. All of these languages are based on labeled state-transition
systems, systems whose transitions between states are activated by the occurrence of the
labeled events. These languages all have similar expressibility, and can model sequen-
tial behavior, choice, concurrency and non-determinism in an unambiguous way. The
largest distinguishing factor between the languages is in the way data is represented. For

example, SDL is a graphical language, whereas ESTELLE’s syntax is similar to Pascal.

An advantage of using a standard specification language is that, in most cases, tools
already exist for analyzing and composing such specifications. For example, Faci and
Logrippo [1] of the University of Ottawa use LOTOS to specify features in their model,
and use a verification tool called the Interactive System for LOTOS Applications (ISLA)
in order to verify the features. Similarly, Combes and Picken [5] use the GEODE/FV
verification tool to verify their SDL specifications. Lin and Lin [9] of Bellcore use Promela
as their specification language, and verify their specifications with the SPIN verification
tool. In fact, they have built an automated verification environment called WHEEL

which operates on top of SPIN.

Although the use of pre-defined specification languages allows for powerful verification
methods using existing tools, it limits the choice of model. Therefore, some approaches
to the feature-interaction problem define their own specification language. For exam-
ple, Ohta and Harada [10] of ATR Communication Systems Research Laboratories have
developed a language called STR (State Transition Rule) for the purpose of describing
features in a system. In STR, a state primitive can either define the behavior of a termi-

nal (e.g. idle(P)) or a set of behaviors among multiple terminals (e.g. ringing(P,Q)). STR
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allows each feature to be modeled as a set of state transition rules of the form S, E — N,
where S and N are sets of state primitives and F is an event. The rule specifies that if
E occurs and S C G, where G represents the set of state primitives that are currently
true in the system, then N is to be applied to the global state G (by removing S from
G and adding N). The specification of the system is then merely the union of the state
transition rules describing each of the features in the system and a set of state primitives

representing the initial global state.

2.1.2 Composition of Specifications

One major obstacle in the analysis of feature interactions is that the number of interac-
tions (i.e., the number of combinations of features that should be examined) increases
exponentially with the number of features in the system [2]. Kimbler et al. [8] of PIEN,
A Eurescom! project, attempt to tackle this problem by eliminating all combinations of
features that can never lead to any interaction, and only analyzing remaining combina-
tions. This is achieved by categorizing all features in a system, where two features are
in the same category if they have similar functionality. If two categories A and B have
nothing in common with each other, then a feature in A cannot interact with a feature in
B. This drastically reduces the number of combinations to be analyzed. Kimbler et al.
reduce the problem set even further by analyzing the roles of the services to which the
features belong. A given combination of features F'1 and F2 can cause an interaction if
and only if there exist two services S1 and S2 such that F'1 belongs to S1, F'2 belongs
to S2, and both S1 and 52 can be active at the same time. As a telephony example, a
Hold feature could not possibly interact with a 911 feature, since these two services are

defined to be mutually exlusive.

!Eurescom is a joint research initiative of several European public network operators.
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Lin and Lin [9] attempt to reduce the complexity of composed telephony specifica-
tions by performing incremental composition. This not only reduces the complexity of
each stage of composition, but allows packages of precomposed subsystems to be used
repeatedly without the need for recomposition. Lin and Lin incrementally compose their
Promela specifications using a building block approach. This involves three levels of
composition: the composition of Basic Feature Contexts (BFCs) from Basic Call Models
(BCMs), the composition of Feature Contexts (FCs) from BFCs, and the composition
of a system of features from BFCs and feature specifications. Five BCMs have been
identified: originating user’s behavior (ORIG), terminating user’s behavior (TERM),
originating basic call model (OBCM), terminating basic call model (TBCM) and sys-
tem environment (SYS). These BCMs have been composed into three common BFCs:

originating, terminating and two-party?.

To illustrate this incremental approach, the composition of the originating and termi-
nating BFCs are shown in Figure 2.1, the FCs of features Call Waiting (incoming call)
and Call Forwarding on Busy are shown in Figure 2.2, and the compositions of these two
features with their FCs are shown in Figure 2.3. The arrows in these figures represent
interaction between the corresponding entities. The dashed rectangle encapsulating the
two TERMs in the Call Waiting FC (Figures 2.2 and 2.3) indicates that both TERMS
are modeling the same user and are therefore merged. Similarly, the double rectangle
encapsulating the SYS BCM in the Call Forwarding on Busy FC (Figures 2.2 and 2.3)
indicates the merging of two separate SYS BCMs (from the two previously unrelated
FCs).

The BFCs in Lin and Lin’s approach are specified in terms of options. Through
options, the state space of a BFC is decomposed into a number of disjoint subspaces,

providing finer control over the complexity of the model. For example, the terminating

2The two-party BFC is merely a combination of the originating and terminating BFCs.
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Originating BFC

ORIG

—_—

-

OBCM

—_—

-

SYS

Terminating BFC

SYS

—_—

-

—_—

TBCM TERM

-
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Figure 2.3: Composition of Call Waiting and Call Forwarding on Busy (Lin and Lin)
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BFC has nine separate options which can be turned on or off, controlling which portions
of the state space should be included in the composition. If the user does not wish to
model cases where the line is busy, for example, he/she can disable the LINE_BUSY option,

reducing the size of the composed specification.

2.1.3 Detection and Resolution of Feature Interactions

Once feature specifications are composed into one large, composite specification, the
composite specification can be analyzed, and interactions between the features within can
be detected. For each specification language, it is necessary to define what constitutes
a feature interaction in specifications written in that language. Combes and Picken [5]
define the term feature interaction in the following way: Let Fy, Fs, ..., F, be feature
specifications (specified in SDL), let S be a software system (also specified in SDL), and
let S @ F; be the network obtained by adding feature F; to S. Also, let Py, Ps, ..., P,
be formulae expressing feature requirements in a suitable property language. A feature
interaction occurs when S @ F; satisfies P;, 1 < i < n, but S F1®...P F, does not satisfy
P;A...AP,. Although this method can be used to detect interactions between a number
of interacting features, Combes and Picken usually only consider features pairwise under

the assumption that most interactions involve only two features.

Lin and Lin [9] use the reachability-analysis tool SPIN to verify temporal logic as-
sertions of Promela specifications in a manner similar to Combes and Picken’s method.
When undesired feature interactions are detected, a feature manager, through which all
features must interact, i1s added to the system. The feature manager acts as an arbitra-
tor between BCMs and features, and enforces a manually derived resolution scheme over
all the features. Separation of concerns is poorly addressed with this method, as every

combination of features requires its own version of the feature manager.
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Ohta and Harada [10] use a different approach in their definition of a feature interac-
tion. They identify five types of interactions that can occur at the feature specification
design stage: deadlock, loop (a state for which there is no path back to the initial state),
non-determinacy, transition to an abnormal state, and duplicated terminology. The first
two types of interactions, deadlock and loop, are easily detected via standard finite-state-
machine techniques. If these types of interactions exist in the system, there are logical

problems with the finite-state machine which must be analyzed by hand.

STR, the language developed by Ohta and Harada, avoids certain types of nondeter-
minism by prioritizing transitions: if two rules S;, E; — N; and S;, E; — N; exist, where
E; = E; and both S; and S; are subsets of G with S; C S;, then N; is applied prior to Nj.
Non-determinacy exists when an applicable rule cannot be uniquely selected. Ohta and
Harada present an algorithm which detects non-determinacy by examining the global
set of rules in the system and searching for such situations. When such an interaction
1s detected, it can be resolved by asking the user to specify the priorities of competing
rules. The rule that is given higher priority is then modified, such that the set of current
state primitives S; is replaced by the union of the sets of primitives S; and S; of both

competing rules.

Transition to an abnormal state occurs when two features both have applicable rules,
but there exists no relation between the rules’ sets of current primitives. Only one rule
will be applied, and the next state of the feature with the non-applied rule will not be
reached. This can be detected by analyzing the changes to the global state resulting from
the application of such rules and comparing them to the states expected by the individual
features. Resolution of this interaction involves adding rules to the system whose current

state i1s equivalent to the disjunction of the current states of the two competing rules.

This model provides a straight-forward framework for detecting and resolving feature

interactions. One advantage of the model is that the individual features are described
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from the user’s viewpoint and thus are easy to conceptualize. However, the model fails
to address issues such as resource contention and data flow, both of which can be the
source of feature interactions during the specification design stage. Also, since resolution
of feature interactions involves additional rules that only exist when certain features are

combined, separation of concerns is poorly addressed.

The availability of flexible tools for detecting feature interactions is as at least as im-
portant as the model itself. Boumezbeur and Logrippo [1] have developed three separate
tools for analyzing their LOTOS-based specifications. The first tool performs step-by-
step execution of the specifications which allows the user to choose the next action to take
at point of execution. The second tool generates a symbolic execution tree of the system
which explores all the possible paths of the system. The third composes the features in
a system with respect to a user-supplied sequence of events and produces the execution

path taken.

2.2 Reachability Graph Generation

Most automated validation methods are based on exhaustive reachability analysis, which
focuses directly on reachable system states rather than indirectly on the transitions that
connect them. A reachability analysis algorithm generates and inspects all of the states of
a distributed system that are reachable from a given initial state. Due to synchronization
between the system’s components, the set of reachable states is often much smaller than
the cross product of the states of the individual features in the system. Therefore, it is

feasible to perform a full state space search on most systems of a reasonable size.® [7]

3For larger systems, partial search techniques become necessary, the simplest and most effective of

which is based on selecting a random subset of successor states to follow at each state. [7]
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Holzmann [7] describes a simple algorithm which performs reachability analysis based
on a full state space search. It is given in Figure 2.4. This algorithm recursively steps
through every reachable state in the system, checking each state for validity. An error is

reported for every invalid state encountered.

start() {

W = { initial_state } // work set: to be analyzed
A={} // previously analyzed states
analyze()

}

analyze() {
if W 1s empty
return
else
q = element from W
add q to A
if q is an error state
report_error()
else
for each successor state s of q
if s is not in A or W
adds to W

analyze()
delete q from W

Figure 2.4: Holzmann’s reachability analysis algorithm
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Let W be the working set of states to be analyzed. Holzmann [7] suggests retrieving
the elements from W in a first-in last-out (i.e. stack) order, since the size of W would
then be a function of the depth of the tree rather than the width which is likely to be
much larger. Also, such a depth-first search would allow easy construction of an execution

sequence of state transitions from the initial state at any point during the analysis.
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Model

3.1 Background

A large class of feature interactions is due to non-determinism: if two active features f
and g react to the same input from the user, which feature gets the input data first?
If feature f operates on the data first and g never sees the input, then the presence of
feature f alters the control-flow of feature g. Alternatively, if feature f operates on the
data first and g sees a modified version of the input data, then again the presence of f

may affect the behavior of feature g.

Before my studies at the University of Waterloo commenced, Ken Braithwaite and
Joanne Atlee began investigating the problem of detecting such interactions in an auto-
mated fashion [3]. They adopted a stack architecture (or layered architecture) of services
and features where each service is represented by one or more features in a stack. The
basic service (modeled as a stand-alone feature) resides at the bottom of the stack, and
the features are placed in a prioritized order above the basic service (see Figure 3.1).

Features within a stack communicate with each other by passing around messages called

14
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tokens. Tokens representing events from the agent (the user of the service) are input to
the top-level feature and flow down through the layers towards the basic service. Re-
sponses from the basic service similarly progress upwards through the layers towards
the agent. The feature at the top of the stack has top priority; it i1s the first feature
to operate on data entering the system and is the last feature to modify data that is
leaving the system. This prioritization of features effectively resolves interactions due to
non-determinism by explicitly specifying when a feature can operate on input and output
data. Databases, operating systems, and control software [4, 6] can be modeled using

stack architectures.

agent A agent B

A A

network |

Figure 3.2: A call

Communication protocols and telephony systems [12] can also be modeled using stack
architectures. However, due to the distributed nature of such systems, it is not sufficient
to model them with a single feature stack; hence, the model also includes calls: two
feature stacks (one for each agent) interacting via a communication link called a network

(see Figure 3.2). Tokens entering a stack originate from either the stack’s agent or the
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remote stack (via the network). Similarly, tokens leaving a stack are destined for either
the agent or the remote stack, but not both. An agent does not directly receive events
from the network. An event received from a network is passed down the feature stack
towards the basic service, which in turn may attempt to communicate the event to the

agent by passing it back up through the feature stack.

In order to address the issue of separation of concerns, a service which conceptually
spans a call must be modeled as two separate features, one for each feature stack. Each
feature operates in the context of a single side of a call, and communicates with the other
feature of the service through the network. This greatly reduces the complexity of the
specifications, and allows for incremental composition.

agent A agent B agent C

A A ‘ A

network |

network

Figure 3.3: A call system

Certain telephony services (for example, Three-Way Calling) allow an agent to engage
in two or more different telephone calls at the same time. Since a feature stack is

only capable of representing one end of a single call, such services require the agent



CHAPTER 3. MODEL 18

to communicate with two or more feature stacks at a time (one for each call the agent
is engaged in). Services that involve more than one call in this manner are modeled
as separate features, one operating in each of the agent’s feature stacks affected by the
service. Tokens from the agent are passed to each of the agent’s stacks simultaneously
(see agent B in Figure 3.3). The individual features comprising the service communicate
via message passing, as illustrated by the shaded features in Figure 3.3. For example, an
activated Three-Way Calling service consists of two features, one for the feature stack of
the original call, and one for the feature stack of the new call to the third party. A set
of two or more calls that have a common agent is referred to as a call system. When a
single agent controls two or more feature stacks in this manner, those feature stacks are

considered to be parallel.

3.2 Tabular Specification Notation

Ken Braithwaite and Joanne Atlee developed a tabular notation for specifying features
in this model [3]. Although many of the details of this notation have changed from their
original form due to my research, the basic structure remains the same. I will present

the refined notation here.

A feature is specified in tabular form as one or more state-transition machines. Each
state-transition machine table consists of a number of rows, each of which specifies a
state transition, to be activated by the reception of some input event, from a current
state to a new state. A state transition may produce output events and may request
and /or release resources. Therefore, the basic structure of each row of such a table is as
depicted in Figure 3.4. Note that the only difference in structure between tables of this

form and standard state transition tables is the addition of a Resources field.

Tabular specifications for two basic telephony services exist: the Originating Call
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‘ State ‘ Input ‘ Output ‘ NewState ‘ Resources ‘

‘ current state ‘ input event ‘ output events ‘ new state ‘ resource requests/releases ‘

Figure 3.4: The structure of a row in a tabular specification

Model (OCM) models the originating end of a call, and the Terminating Call Model
(TCM) models the receiving end of a call. Many telephony features are designed to
operate on top of either an OCM or a TCM. Because the two call models accept and
output different data, a telephony feature that is designed to operate on top of either
basic call model may need to specified by multiple state-transition machines, where each
machine operates on top of one call model. Note, then, the following relationship between
services, features and state-transition machines: A service is modeled as one or more
features, while a feature is specified by one or more state-transition machines. Specifically,
a service must be modeled as more than one feature when it either spans a network
connecting two or more agents in a single call or when it spans two or more calls controlled
by a single agent, whereas a feature may need to be specified by more than one state-

transition machine if it is designed to operate on top of either basic call model.

Perhaps the best way to introduce the tabular notation is to provide an example.
Table 3.1 contains a specification of the behavior of the Call Waiting feature for the
incoming call that activates the feature. The single machine specifying this particular
feature modifies a TCM since the incoming call is necessarily originated by another
agent. Separate tables specifying the behavior of the feature for the original call (which
modifies either an OCM or a TCM , depending on whether the original call was initiated

or received by the agent) are not shown here (see the Appendix for these specifications).

In order to interpret a table such as the one in Table 3.1, one must understand the

meanings of the different types of input and output events specified within. Figures 3.5
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Input events:

|} atoken
|/ rtoken

} atoken
' rtoken

Jax*
Jr*

SlZ>fS2(6)

=+S(e)

:>fS

>event

A Token event — a token from the environment, either from the agent
(lla) or from the connection’s remote agent ({g) via the network,
that is being sent towards the basic service machine.

A Token event — a token from the basic service machine that is
being sent towards the environment, either to the agent ({}4) or the
connection’s remote agent (ffz) via the network.

A Token event — matches an arbitrary token from the environment,
either from the agent ({4) or from the connection’s remote agent
(Ir). All other state transitions from the current state have priority
over a state transition activated by receipt of an arbitrary token.

A StateChangeRequest event — notification that a lower-priority fea-
ture f (possibly the underlying call model) is requesting a state tran-
sition from S1 to S2, triggered by input event e. A feature can
modify the behavior of a lower-priority feature by intercepting the
feature’s state-transition notification and imposing a different state
transition on the feature.

An Activation event — notification that feature f (possibly the un-
derlying call model) has just activated by transitioning from NULL
to S due to the reception of event e.

A Parallel event — a signal from another feature of the same service
(operating on a parallel feature stack) indicating that the other fea-
ture has transitioned into state S. Such signals are only visible to
features modeling the same service.

An Internal event — a signal indicating the termination of internal
computation. This signal is only visible to the machine performing
the internal computation.

Figure 3.5: Notation for input events used in tabular specifications
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Output events:

token|) 4 — A Token event — a token sent from the feature towards the basic-
tokenll g service machine. The output token will be interpreted as being
from the environment, either from the agent ({4) or the connec-
tion’s remote agent ({z). If the output token is a modification
of a previously input token, then the output event will be primed

(e.g., token’l} 4).

tokent) 4 — A Token event — a token sent from the feature towards the environ-
tokenir ment, either towards the agent ({/4) or the connection’s remote
agent (1r). The output token will be interpreted as being from
the basic-service machine. If the output token is a modification
of a previously input token, then the output event will be primed

(e.g., token’{} 4).

< forward> — The input token or state-transition notification is forwarded to
the next level machine without alteration.

S1=,S2(e) — A StateChangeRequest event — the feature imposes a new state
transition from S1 to S2, triggered by input event e, in a lower-
priority feature f (possibly the underlying call model).

=45 — A Parallel event — a signal sent to other features of the same service
(operating on parallel feature stacks) indicating that the feature has
transitioned into state S. This may be implicit.

NewCall(OCM) -~ A NewCall event — instantiation of a new call stack, based on an
Originating Call Model (OCM). There is no NewCall(TCM)
event, as a feature cannot instantiate a TCM call stack if there
is no reciprocal originating end of the call.

Figure 3.6: Notation for output events used in tabular specifications
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and 3.6 list the types of events that may appear in a tabular specification. They are each

placed into one of six categories:

Token events are events which signal either the transmission or reception of a data item
(called a token). Some tokens carry no information other than their name, some
contain a single datum, and others are compound, having other tokens as compo-
nents. Tokens may be passed between neighboring features on the same feature
stack, between a feature stack and its associated agent, or between two feature
stacks that are linked together in a telephone call. Tokens always have a name, a
direction (up or down), a source and a destination. Tokens moving down the stack
are destined for the basic service; their source is designated as either the stack’s
agent ({4) or the feature stack at the remote end of the call (|z). For upward-
moving tokens, the annotation ({4 or {Ir) specifies the destination of the token,

while the source is assumed to be the basic service.

Internal events are events which indicate an internal decision made by a feature. For ex-
ample, when Call Waiting (CWT) is in state HUNTINGFACILITY, it must determine
whether or not hardware facilities exist to establish a connection (See Figure 3.1).
An Internal event can not be specified as an output event in the feature’s transition
relation; features are not allowed to know about and react to each other’s Internal

events.

Parallel events are signals passed between multiple features modeling a single-agent ser-
vice which spans multiple calls. It is through this type of event that a such features

can synchronize with one another.

StateChangeRequest events are events which indicate the desire of a lower-level feature
to change states. When a feature intercepts this event, it can either pass it on un-

changed; pass on a modified StateChangeRequest event (which must specify a valid
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state transition rule in the target feature); or pass on nothing, thereby disallowing

the state transition. These events are discussed in more detail in Section 3.3.3.

Activation events are events which indicate that a feature has transitioned from the NULL
state and therefore has activated. Events of this type exist so that one feature can
activate based on the activation of another, and thus are only legal as the input
of activation rules (rules which specify a transition from NULL). An appropriate

Activation event is implicitly generated every time a feature activates.

NewCall events are events specifying the creation of a new feature stack (i.e., a new call
based on an Originating Call Model) on behalf of the agent. NewCall events are

only valid as output events in a feature’s transition relation.

Note that there are two methods by which a feature can affect the operation of the
underlying basic service. One method is to generate tokens on behalf of either the agent
or the remote stack; these tokens are passed down the feature stack towards the basic
service and are expected to cause the basic service to change state. The second method
is to circumvent certain state transitions in the basic service and replace them with new
state transitions. In fact, a feature can affect the operation of any lower-level feature in

this way.

A state transition may affect resource allocation. Notation +resource specifies a
request for an instance of resource, while —resource specifies the release of an instance
of resource. As we will see in Section 5.3.4, modelling such information provides a

powerful mechanism for detecting resource contention interactions.

Although this thesis introduces the proposed tabular specification mechanism in a
more-or-less informal manner, we will for a moment consider the mechanism in a more

formal light. Let T be the set of all tokens that can be passed among features on the same
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feature stack; we define tn»T" to be the set of input events denoting the receipt of a token
t €T and outT to be the set of events denoting the output of a token ¢t €T'. Similarly, let
R be the set of state-transition requests made by the call models and features; we define
in R and out R to be the sets of events denoting the receipt or the output of a state change
request, respectively. For a given feature f, let S be the feature’s set of states, let I be
the feature’s set of internal signals, and let A be the set of currently allocated resources.

Then formally, a tabular specification T represents the feature’s transition relation:?

T:(SxAx(nTUimRUI))— (S xAxP(outT UoutR))

That is, 7 is a partial function from states, allocated resources and input events to states,
allocated resources and sets of output events. Note that sets T', R, and A will grow as new

tokens, state-transition requests, and resources are needed to implement new features.

3.3 Mechanisms of Operation

A feature is not a stand-alone entity; it must always be examined in the context of the
system in which it executes. For this reason, it is important to understand the mecha-
nisms through which features communicate with one another. Before I began my studies,
Ken Braithwaite and Joanne Atlee had only informally described such mechanisms [3].
A large part of my thesis work involved refining and formally specifying these mecha-
nisms. In particular, it was necessary to define the mechanisms so that the composition

of features behaves deterministically.

n th t n nt n nt th % t
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A feat re can ony affect the basic service if it is a ti e. Feat res to which the agent
has s bscribed b t which have not been activated are not on the feat re stack; inactive
feat res are managed by an entity ca ed the feat re a ti ator. Every feat re stack has
a feat re activator which monitors the stack for events which may trigger the activation

of any of the feat res it manages.

In the initia config ration of a feat re stack, a feat res, inc ding the basic service,
are inactive. A feat re is considered inactive if it is in the NULL state. When the feat re
activator detects an event in the system that wi ca se one or more of the inactive
feat res to transition from its NULL state, it activates those feat res by assing the event
to them and acing them in the feat re stack. Norma y when a feat re is activated it
is aced at the to of the feat re stack. owever, this may not a ways be the case, as
some high- riority feat res (s ch as te e hony feat re ) m st remain at the to of
the feat re stack des ite not being the most recent y activated feat re. When a feat re
deactivates (ret rns to the NULL state) it is removed from the feat re stack and ret rned
to the contro of the feat re activator, which may activate it again at a ater time. It is
necessary to ace feat resin the stack on y after they become active and to remove them
once they deactivate in order to a ow the ordering of feat res in a stack to change d e
to the deactivation and reactivation of feat res. The basic service (i.e., basic ca mode )

sho d a ways be the first feat re to activate, as we as the ast feat re to deactivate.

A feat re  can be activated in one of severa ways:

if a token fa s off the bottom of the feat re stack (i.e., reaches the basic ca mode
which then asses it on to the feat re activator) and feat re has a transition from
its NULL state on the corres onding o en event. This com osition r e im ies

that active feat res have higher- riority access toin t data than inactive feat res.
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if an active feat re attem ts to transition to a new state and feat re has a

transition from its NULL state on the corres onding State ransitionRequest event

(See Section 3.3.3).

if another feat re activates and feat re  has a transition from its NULL state on

the corres onding Activation event.

if another feat re of the same service in another feat re stack contro ed by the
same agent sends a Parallel event feat re  has a transition from its NULL state on

that event.

Before a feat re can activate, its activation m st be a roved by a ¢ rrent y-active

feat res. Section 3.3.3 describes this in more detai .

Each feat re i1s rovided with two in t q e es: one which acce ts downward-moving
tokens from higher- eve feat res, and one which acce ts  ward-moving tokens from
ower- eve feat res. A feat remayo t ¢t zero,oneorm ti e tokens d ring each state
transition. As a conseq ence, there may be many tokens trave ing thro gh the feat re
stack at any one time. In order to im ose a tota ordering on the reso tion of tokens,
a token is on y acce ted from a q e eif a q e es of ower- eve feat res in the feat re
stack are em ty. A so, a token is on y acce ted from the er q e e of a feat re (i.e.
the q e e which acce ts tokens assed down from higher- eve feat res) if the the ower
q e e of that feat re is em ty. One im ortant im ication of these r es is that in ¢
tokens from the environment (which enter the to q e e of the highest- eve feat re) are

not acce ted nti a other q e esin the feat re stack are em ty.
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When a feat re receives a token from one of its ¢ e es b t has nor e s ecifying a
state transition from its ¢ rrent state on the rece tion of that token, the token is assed
to the next feat re in the stack, or to the environment (the agent in the case of  ward-
moving tokens and the feat re activator in the case of downward-moving tokens) if there
is no next feat re. In effect, this im ies that a feat re s ecifications im icit y contain

the fo owing state transition r es for each state ., n ess overridden ex icit y:

‘ ae‘ u‘ u u New ae

Tabe 3.2: Im icitr es in feat re s ecifications

Beca se higher- eve feat res have riority over a feat re at eve | the feat re at eve
m st ask ermission of a higher- eve feat res before making a state transition. A
higher- eve feat re has the abiity to ermit, modify or disa ow a state transition of a

ower- eve feat re.

When a feat re wants to make a state transition, a corres onding StateChangeRe
quest event i1s generated and assed from the to of the feat re stack down to the feat re
making the req est. StateChangeRequest events have riority over a other events (see
Section 3.3.5) and are reso ved immediate y. When a feat re receives a StateChangeRe
quest event, it may either forward the event nchanged to the next ower- eve feat re, it

may o t t a modified StateChangeRequest, or o t t nothing, in effect disa owing the
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state transition . As with tokens, if a feat re has nor e for s ecifying a state transition
from its ¢ rrent state on recei t of a artic ar StateChangeRequest event, the event is

assed to the next feat re in the stack.

StateChangeRequest events are annotated with a boo ean ag s ecifying whether or
not they have been modified. When a StateChangeRequest event is generated d e to a
feat re wishing to make a state transition, this ag is initia y fa se. If a feat re interce ts
this event and asses it on witho t modifying it, the ag remains fase. owever, if a
feat re modifies the event to im ose a different state transition on the req esting feat re,
the modified event is marked as s ch. If a StateChangeRequest event for a ower- riority
feat re is generated by a higher- riority feat re, then the event is a tomatica y marked

as modified .

When a StateChangeRequest reaches the destination feat re (s a y the one that
origina y generated the req est), the received StateChangeRequest event is checked to
see if it has been modified. If it has, the modified StateChangeRequest event m st be

a toved (or rea roved) by a higher- eve feat res . This mechanism ins res that a
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feat re wi never make a state transition that a higher riority feat re is s eci ed to

disa ow.

When an nmodi ed g event reaches the destination feat re, the
feat re activatoris  eried to see if an inactive feat re wishes to activate on s ch an event.
f so, an attem t is made to activate the feat re. Like a state transition attem ts, the
activation of a feat rem st bea roved by a higher riority feat res, which in this case
is the set of a active feat res. he new y activated feat reis s a y  shed onto the
to of the feat re stack by defa t; if not, the con g ration being ana yzed m st s ecify

where the new y activated feat reis to be inserted into the feat re stack b tits ocation

m st be above the feat re whose g activated the new feat re . Once a
feat re is activated by a g event, it becomes art of the state transition
veri cation cyc e and m st forward the g event onwards if it wishes to

activate mnobtr sivey. his way, the new y activated feat re has the abiity to ermit,
modify, or disa ow the g that activated the feat re. or exam e, if
the T ¢ ti gC UM [ TCM attem ts astate transition from H NTINGFACI ITY
to € TI N beca se the agent s ineis b sy, C Il W ite ¢ CWT wi interce t the
state transition and try to estab ish the ca on a second ine; if CWT can estab ish the
ca , then it wi have effective y revented the very state transition in the ca mode
that activated the feat re. ote that this mechanism a ows more than one feat re to
activate on a sing e g event. f afeat re nobtr sive y activates on a

g event, the event wi once more erco ate down thro gh the feat re
stack and reach the destination feat re, at which oint the feat re activator wi be

eried again.



CHAPTER 3. MODEL

When an event 1s triggered within a feat re, it ty ica y res ts in a transi

tion to another state. owever, since higher riority feat res have the abiity to deny

state transitions, the triggering of an event may not res t in a transition to
another state. Once an event has been triggered, no other events can
be triggered within that feat re nti a state transition has been made. or exam

e, if the TCM in state H NTINGFACI ITY determines that the necessary hardware
faci ities do not exist by triggering the interna us event, b t a higher riority fea
t re e.g., CWT disa ows the state transition into ¢ TI N, then TCM stays in
state H NTINGFACI ITY. owever, interna events c ou and us ef
fective y become disab ed beca se the interna rocessing that res ts in either of those
events 1s done. ransition o t of state H NTINGFACI ITY is now imited to receiving
a event, receiving a P event, or receiving a g event e.g.

H ~NTINGFACI ITY NTING A c ou

o ens re a deterministic e ec tion of feat res in a feat re stack, ca or ca system, the

fo owing riorities among events are im osed

A g and events are reso ved rst.

okens waiting in e es are then rocessed. A feat re wi ony acce t a token
from a e e when no ower eve feat res have tokens in their e es. fafeat re
has tokens in both of its in t e es, it wi acce t ward moving tokens from

the bottom e e rst.

e t, network tokens from remote feat re stacks are reso ved.
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igna s between m ti e feat res mode ing a sing e agent service which s ans m

ti e ca s re resented by P events are then reso ved.
ina y, interna decisions re resented by events and tokens from the agent

are acce ted.

ection 4. disc sses the re evance of these riorities to the different stages of com

osition d ring reachabi ity ana ysis.



n order to detect interactions between feat res, it is necessary to com ose their s eci

cations together. ince feat re s eci cations have nite str ct re and acce t nite sets
of in t, 1t is ossib e to generate nite reachabi ity gra hs of feat re stacks, ca s and
ca systems ee ection . . Anaysis of information ow d ring the generation of a

reachabi ity gra h can revea a arge c ass of feat re interactions in the system being

com osed.

. epresentation of peci cations

t 1s necessary to transform the tab ar s eci cations of feat res into com ter readab e
in tsothat they may be sed asin t to the too s described in ection 4. . ransforma
tion in the other direction is a so desirab e, since the com osite s eci cations generated
are e ressed in the same ang age as the com onent feat res. herefore, a one to one
ma ing between tab ar s eci cations and A C re resentations of the s eci cations

has been de ned.
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Each state transition machine of which a feat re is com osed is s eci ed in a se arate
AC e. norder to rovide coherent feedback to the ser of the too , eachs eci cation
is given a distinct, descri tive name. his name m st a ear as the rst non em ty ine
in the e. he rest of the e is sed for s ecifying the state transition r es of the
feat re, oner e er nonem ty ine. An A C s eci ed state transition r e is of the

form

As the brackets indicate, the edis o tiona . fitis omitted, an
em y ist is ass med. Any amo nt of whites ace can be sed to se arate the e ements.
he character is sed to denote a comment; any te t a earing after this character

to the end of the ine is ignored by the too erforming the ana ysis.

ig re 4. shows the A C re resentation of the feat re W for an incoming ca
shown in tab ar formin abe . . hes eci cations of feat re stacks, ca s and ca
systems that are generated by the toos are aso e ressed in this manner, a beit not

formatted and indented for h man readers.

he fo owing is a descri tion of the synta of s ch s eci cations.

he name of a feat res eci cation can consist of any n mber of rintab e non whites ace
characters e ce t for and . or e am e, we se names and for
feat res w and w ,res ectivey. ames of higher order s ec

i cations s ch as feat re stacks, ca s and ca systems retain the hierarchica str ct re of






M

the s eci cations characters and are sed to indicate eves of com osition, and
character is sed to se arate the names of com onent s eci cations at the same eve .

or e am e, the name re resents a ca s ecl cation containing the
feat re stacks and . At the feat re stack eve, the names of the feat res
within are ordered with the name of the to  highest riority feat re rst, fo owed by

the name of the feat re with the ne t to highest riority, and so on.

he names given to the states m st a so have the same hierarchica str ct re, where
each com onent state name re resents the state of the corres onding entity in the name
of the s eci cation. ore am e if € , € , € , € ,and € | then

is a ossib e state in s eci cation

or each ty e of event in the tab ar s eci cation ang age, there e ists a corres onding

A C re resentation. abe 4. shows this corres ondence.

he e d of a state transition r e m st be s eci ed as a ist of zero or more
events se arated by commas and de imited by arentheses. o whites ace is ermitted

in this ist. fe acty one event e ists in a ist, the arentheses may be omitted.

he ed of an A C s eci cation, if resent, m st contain a
comma se arated ist of reso rce a ocation directives de imited by arentheses. A re
so rce a ocation directive is of the form or , re resenting the
re est or re ease of a reso rce, res ectivey. o whites aceis ermitted in the reso rce

a ocation ist. f zero or one directives e ist in the ist, then the arentheses may be



abe . A C re resentations of events

omitted.

. omposite peci cations

hen feat res eci cations are com osed to form the s eci cation of a feat re stack, a
events, events and e ed events are reso ved, and
therefore the res ting s eci cation sho d be void of s ch events. n the same manner,
com osing the s eci cations of two feat re stacks to form a ca s eci cation wi reso ve
a tokens that are assed between the two feat re stacks. At this stage, an event trace
e ists for each of the two agents. n order to disting ish between the two traces,
events in ca s ecl cations are annotated with a n mber ni ey identifying one of the

two agents.



ring the na stage of com osition of te e hony feat res, when two or more ca
s eci cations are com osed to form the s eci cation of a ca system, a events
are reso ved, eaving ony events to and from the agents and events in

the s eci cation of the system.

n order to revent the reachabiity gra h generator from cycing, a s ecia state

ca ed is sedin ace of once a feat re deactivates.

a ha t



4 E E E EEEEDWN
1
StateTransitionMachine s ActiveEntity

¢t mmmmmmmm?

VN










































|[x CallRequest!origin

CNDB accents _madifies

||, CallRequest.origin

CNDB ||

||k CallRequest

OCM

and passes on
CallRequest token

CND accepts modified
CallRequest token
and passes modified
information to the
user

CND

TCM


















































































